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* |tis important to finish all 4 steps for successful
completion

e We recommend to use the latest browser
versions of Chrome, Firefox or Safari

* Important weblinks can be found on slide 18
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* Step 1: Create EU Login
* Step 2: Link Mobile Number to EU Login

» CPMS uses 2-factor authentication to ensure maximum security when
dealing with patient data

* Step 3: Request CPMS Access
* Step 4: First Login

et This project is funded by the European 3 s Pa
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e This project is funded by the European 4 s Pa

* No EU Login yet = continue to next page

* Already have an EU Login Account = Link Mobile
Number

* Mobile Number already linked to EU Login = Reguest
CPMS Access

* Already have a CPMS Account = activate EU Login App

Union’s Health Programme SI0P Eurape
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Step 1: Create EU Login

rrrrrrrrrrrrrrrr

Go to the EU Login sign-up page

https://webgate.ec.europa.eu/cas/eim/external/register.cgi

Create an account

i |

| |

\\4 |E-mai| |

Enter your details to create an account -2 — |
B
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Step 1: Create EU Login .
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- You will receive a confirmation email New password

Dear ..,

. . . Please choose your new password.
You have been registered in EU Login.

n...
Your email addressis ...@... . (External)

To create your password, follow the link below: New password

this link ‘ ‘

You have a maximum of 5 min, starting from the time that this message was sent, to Confirm new password
create your password, but you are encouraged to do so immediately if possible. After ‘ ‘
this time, you can make another request by following the same link: yvou will then

need to re-enter vour usemame and confirm vour request.

Ifthe above link does not work, you can copy the following address (make sure the
complete address is copied!) and paste it into vour browser's address bar: “

Z//ecas.ec.europa. el cas/

Passwords cannot include your username and must contain at
least 8 characters chosen from at least three of the following four
character groups (white space permitied):

Instead of replving|to this message, if vou have a problem, please follow the help or
contact informatioy on the site where yvou were trying to register.

Note that it mav takeup to 3 minutes after reception of this mail before the above- * Upper Case: Ao Z

mentioned site willl recognize vour registration. » Lower Case: atoz

¢ Numeric: 0o 9

Sent to vou by EU[Login o Special Characters:"#3%&'()+ -/, <=>?@[\]*_'{|}~

Examples: SENSRbaW GwOzMgam U(nuCuwh

Generale other sample passwords’

Click on this link in the email to set your unique password

This project is funded by the European
Union’s Health Programme
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Step 2: Link Mobile Phone Number *%=-
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Log in to EU webgate with EU login credentials

* https://webgate.ec.europa.eu/cas

m. Hover mouse over
Firstname Lasina :E

the gear symbol
Successful login user@email ey

(External)
¥ You are now logged in to EU Login. Change password
ic si ign- i 8| H “ "
To stop the automatic single sign-on, click Logout or close all My Account < CI ic k on M y ACCOU nt
browser windows
Logout

. &
This project is funded by the European 7 s Pa %:ﬁ:‘f_a
SI0F Europ

Union’s Health Programme
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At your account page, go to “Manage my mobile phone numbers“and add your number

My Account .
z Manage my mobile phone

o o oD numbers

My account details Modify my personal data Delete my account

L %

g

- 5 +32123
Manage my mobile devices Manage my mobile phone Link my elD 456789
numbers You can link your elD to your EU Login
= Add a mobile phone
: number
@ ==
Delete all my devices and Display my sessions { My Account
eID (PANIC) You can view the sessions opened for

visited applications

This project is funded by the European

- 5
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Step 2: Link Mobile Phone Number ™ =
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Challenge code for adding a
mobile phone number, sent by
text message

Input phone number as shown on the screen

Add a mobile phone number

Please enter the challenge code that was texted to
your mobile phone.
It might take up to & minutes for the message to reach your
Mobile phone number mobile phone-

Mobile phone number

v

+321234567890

International format including country code,
e.q. for Belgium: +32 123 45 67 89

Cancel

\ 4

Number successfully registered
This project is funded by the European 9 S‘Pg / i)

Union’s Health Programme

Text message challenge code
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* To use 2FA (2-factor authentication) with your EU
Login Account, a Mobile Device needs to be

linked

* By default, you will receive text messages with an
alphanumerical code to verify any login attempt

* Alternatively, the EU Login App can be used

e Detailedinstructions can be found from slide 20
on

[l This project is funded by the European 10 s Pa iy
a Union’s Health Pro SO Europe X o tor Pacciatic: Oncoiop




Step 3: Request CPMS Access %%
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Go to SAAS and log in with your EU account

- ;7
et This project is funded by the European 11 g ‘I a &
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https://webgate.ec.europa.eu/saas/home/roleNone/application/0/list.html

I
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© Privacy Statement & Support & Martin Schalling

Saas - Authorization System

European
Commission

CPMS

European Commission > DG Health and Food Safety > Saas

Home

User Data details

—

Request access

The Commission shall process personal data information pursuant to Regulation 45/2001 EC on the protection of individuals with regard to the processing of personal data by the
Community institutions and bodies and on the free movement of such data.

New application access

2.

1 select application

Application

2

Select organisation

Select access profile

4 Recap and Submission

select

*Hok

CPMS

Cancel

Step 2 © select an organisation —

* This project is funded by the European
e Union’s Health Programme
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Step 3: Request CPMS Access ™ ==
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Select PaedCAN by clicking “Open”

Asal O ITHACA - Intellectual Disability and Congenital Malformations Details ©
Al O MetabERN - Hereditary Metabolic Disorders Details @
PaedCAN - Paediatric Cancer Details €
) RARE-LIVER - Hepatological Diseases Details €
I RITA - Immunedeficiency, Autoinflammatory and Autoimmune Diseases Details €@
[ . - N e Piie

* . 3 e
£ This project is funded by the European 13 9 g =
‘I Fersdung




Step 3: Request CPMS Access

European
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(ERN PaedCan)
New application access
1 Selectapplication (£ Select organisation 3 Select access profile 4 Recap and Submission
*QOrganisations
25 v | records per page Search:

) Austria Details @

) Belgium Details @

) Bulgaria Details @

S I t t b ) Croatia Details @
elect your country oy - —

H H o o

C |C |ng pen ) Czech Republic Details @
) Denmark Details @

) Estonia Details @

) Finland Details @

' France Details @

) Germany Details @

) Greece Details @

) Hunaary Details @

Xk

* This project is funded by the European
e Union’s Health Programme
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Step 3: Request CPMS Access ™ =
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New application access

Select application ~) Select organisation Select access profile Recap and Submission

Select your Healthcare
provider by clicking on
the adjacent small

*Organisations

C i rc | e = Joo Guest Access Detais ©
07 - AO Padua Detalls ©

18 - AQU Siena Detais @

. 20 - AD City of Health and Science - Turin Details ©

If you are requesting
. a7 - Foundation IRCCS Polyclinic San Malteo, Pavia Detais ©

G u ESt ACC ess ( I * e ¢ a re 50 - IRCCS Institute Giannina Gaslini - Genoa Details @
t 't t d 1 E R N 53 - AOU Meyer - Florence Detals @

n O s I u a e I n a n 58 - Pediatric hospital Bambino Gesu, Rome Details @
mem be r i N St it u t i on )’ 1) o oErR e s e Detals @

Showing 1 to 10 of 10 entries

please Select 0000
Guest Access on top

Organisation marked with (request submitted) can already be used to request access

[ o ot —> continue
o This project is funded by the European 15 S‘Pg g_g‘g_u

e Union’s Health Programme
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Step 3: Request CPMS Access

Home:

Request access User Data details

The Commission shall process personal data information pursuant to Regulation 45/2001 EC on the protection of individuals with regard to the processing of personal data by the
Community institutions and bodies and on the free movement of such data.

New application access

Select your type of T —— e —
access profile.

If you are unsure which
one to choose, contact
the CPMS Helpdesk. x-

[ Panel Manager
ERN

o Select access profile 4 Recap and Submission

*Access Profile
Name Status Description

[ Coordinator active  handles requests for assistance from ERN and has access to KPIs

[ Dispatcher aclive  handles requests for assistance on behall of Coordinator

active  healthcare professional available to participate in or lead panels

Assists panel lead with managing panels at ERN level

[ Panel Manager Assists panel lead with managing panels at HCP level

HCP

active  can create or consult queries or reports on the anonymised data from the

[] Researcher
ERN

continue

select an organisation

Cancel Step 4 © type a comment — I

*'*\; This project is funded by the European
e Union’s Health Programme
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Xk

New application access

1 Select application 2 Select organisation 3 Selectaccess profile (£} Recap and Submission
Summary
Application CPMS
Organisation IT37 - Foundation IRCCS Polyclinic San Matteo, Pavia
Access Profile HP
Comments

This is optional, no comment is necessary

Before submitting

A request to get access to an application will be validated by the administrators, this is a manual process and can take a few days.

Submit —>

Submit request access

This project is funded by the European 17
Union’s Health Programme
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* |norder to be searchable in CPMS, any user must
og in once to set their field of expertise

* Log in here https://cpms.ern-net.eu/login/
* Set preferences as prompted (also see next slide)

* Registrationcomplete!

More details about the registration process can be
found in the CPMS User Guide on pages 7-11

[l This project is funded by the European 18 s Pg iy
a Union’s Health Pr ¢ S

SIOP Eurape
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CPMS | PaedCAN - Paediatric Cancer

¥: PaedCAN - Paediatric Cancer user: ROLE:[ "Coordinator”, "Di ", "HP", " "]

X ERN Preferences

ﬁ My professional role: 3
.

: Set Preferences

fa European
Vv Reference
* Network

for rare or low prevalence
complex diseases

& Network
Paediatric Cancer
(ERN PoedCan)

Dashboard
E ERN Thematic Areas I'm a specialist in:
PaedCAN 4 .
N None O
[ |
St. Anna K... L diseases, and myelodysplastic diseases O
a , and reticuloendothelil neapl. o
Panels
o Central nervous system and miscellaneous intracranial and intraspinal neoplasms O
Tasklist Neuroblastoma and other peripheral nervous cell tumors O
Retinoblastoma [m]
My Meetings
Renal tumors O
e 9
.
Hepatic tumors O
* Malignant bone tumors O
ERN Preferences.
Y Soft tissue and other extraosseous sarcomas O
—
Panel Germ call ¢ trophoblastic t d neoplasms of gonad
Management erm cell tumors, tr umors, an p gonads O
:;; Other g! epithelial and O
Expert Groups
Other and unspecified malignant neoplasms, Langerhans Cell hitiocytosis O
o 5.
ERN Meetings
43 Update ERN Preferences
==
* Xk . . .
.: * This project is funded by the European 19

e Union’s Health Programme

Click on ERN

Click on ERN
Preferences

Describe your
function/profession

in the bracket

Selectyour fields of
expertise

Confirm
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 EU webgate
— https://webgate.ec.europa.eu/cas

* SAAS

— https://webgate.ec.europa.eu/saas/home/roleNone/application
/0/list.html

e CPMS login
— https://cpms.ern-net.eu/login/

 PaedCAN CPMS Helpdesk (operational support)
— cpmshelpdesk@paedcan.ern-net.eu

* |T support (for any technical questions/issues)
— sante-ern-cpms-itsupport@ec.europa.eu

i SIOP Europe
Union’s Health Programme


https://webgate.ec.europa.eu/cas
https://webgate.ec.europa.eu/saas/home/roleNone/application/0/list.html
https://cpms.ern-net.eu/login/
mailto:cpmshelpdesk@paedcan.ern-net.eu
mailto:sante-ern-cpms-itsupport@ec.europa.eu
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* The easiest way to log in to CPMS with 2-factor
authentication (2FA) is via the EU Login App

* This App is provided by the EC and is available for
all major mobile platforms

 The app can be used after having added a mobile
device to your EU login

* The setup needs to be done once only

i ded by the European 21 s Pa %EA‘E‘:_{:
l g e ¢ Pas diatne On oo o

SIOP Eurape
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* Step 1: Download the EU Login app on your
Mobile Device

» Step 2: Add a Mobile Device to your EU Login
Account

» Step 3: Initialise the App
* Step 4: Use EU Login App

SIOP Eurape



Step 1: Download the EU Login app on your ke

Mobile Device

Searchfor ,,EU Login“ on your mobile device’s app store or go to one of those links

GET ITON £ Download on the
” Google Play ' App Store

Get it from

B Microsoft

i ed by the European g Pa %:‘:‘a
I g e SIOP Europe X readist Gnaos



https://play.google.com/store/apps/details?id=eu.europa.ec.ecas&hl=en&gl=US
https://apps.apple.com/us/app/eu-login/id1056119441
https://www.microsoft.com/en-us/p/eu-login/9nblggh6j8mx?activetab=pivot:overviewtab

Step 2: Add a Mobile Device to your

complex diseases

EU Login Account

Log in to EU webgate with EU login credentials

* https://webgate.ec.europa.eu/cas

m. Hover mouse over
Firstname Lasina :E

the gear symbol
Successful login user@email ey l

(External)

¥ You are now logged in to EU Login. Change password

To stop the automatic single sign-on, click Logout or close all My Account < CI iC k on “« M y ACCOU nt "

browser windows
Logout

. &
'*'*1 This project is funded by the European 24 s Pa %:‘_:‘:_g
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Step 2: Add a Mobile Device to your S350 R
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EU Login Account

At your account page, go to “Manage my mobile devices“and add your phone

Manage my mobile devices
My Account

o

My account details

L

Manage my mobile devices

g

Modify my personal data

g

Manage my mobile phone
numbers

&=
Delete my account
b

Link my elD

P

Add a mobile device

P

Delete a mobile device

You can link your elD 1o your EU Login

account

E]‘.’J

Change EU Login app
PIN code

g

Delete all my devices and
elD (PANIC)

Display my sessions

You can view the sessions opened for
visited applications

<« My Account

*Hok

ro This project is funded by the European 25
Faa Union’s Health Programme
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Step 2: Add a Mobile Device to your
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complex diseases

EU Login Account

Sign in to continue Adding a Mobile Device requires 2FA:

| © acing amobite cevice requires stronger autnentication * Enter the email-address and password
Jeeme ere i sarass ) associated with your EU Login.
— ) * Enter the mobile phone number of the
-« device you want to use the EU Login App on
Choose your verification method (it is recommended to use the phone with

Mobile Phone + SMS . . .
0 I the number associated with your EU Login
maobile phone numBDerTar a muit-
Account from slide 8)

factor authentication.

Mobile phone

International format including country code, e.g. for
Belgium: +32 123 45 67 89

This project is funded by the European 26
Union’s Health Programme




Step 2: Add a Mobile Device to your
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EU Login Account

Fill out the fields an click submit

Add a mobile device

Please give a name to identify your mobile device and

a PIN code to use for it.

Your device name

Your 4 digit PIN code

N

You will be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code

N

N

This project is funded by the European

Union’s Health Programme

27

Choose something easy, like ,Work Phone“

Your PIN for future use

Repeat the PIN here




Step 3: Initialise the App
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EU Login

One account, many EU services

A

~= Scan QR Code

LJ Render a one-time-password for offline
authentication

Settings
Q More information about your device and
the EU Login app.

European
Commission

1l @) <

Powered by

This project is funded by the European
Union’s Health Programme

In the EU Login app on your
phone, select , Initialise” to
scan the QR code with the
camera

In the App, you will get a
Code to finish the
registration device

Input the Code as prompted—
on the computerand you
should be good to go

QR code authentication.

Please scan the QR code with your ECAS mobile
app and type in the generated code below.

[=] 5 [m]
[Faetts
[=] 0

Code generated by your app

28
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Step 4: Use EU Login App
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Paediatric Cancer
(ERN PaedCan)

ERN-CPMS requires you to authenticate

When logging in to CPMS, enter your

Sign in to continue password and select the option to use the EU
Login Mobile App PIN Code. When you do so,
Welcome you will get a notification on your phone to
T, put in the PIN you chose on page 3. No more
S — text messages needed ©

Lost your password?

If your phone uses biometrics (e.g.

Choose your verification method

EU Logh Mobile App PIN Coce < fingerprint, face recognition), this method
can be chosen on the phone instead of
entering the PIN.

=2 :

“ [ Go to back to Registration Guide ]

L
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